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This document sets forth questions and issues for librariesto consider in the devel opment
of their technology plans.

How doesthe use of technology and accessto the Internet fit with mission of
library and how will you use technology in the library?

Uses of technology in the library

Online catalogue of holdings

Online catal ogue of regiond, state holdings
Library administration

Internet access for patrons

* Web access

* E-mail (hot mail accounts or patron accounts)
o Chat

Other computer use for patrons

* Word processing

The Internet provides accessto:

Information from al over the world.

Information sources that are not within the library's budget,
Time-sengitive information

Community information

What isyour technology planning and implementation decision-making structure

and process?

»  Committee involved with the development of the technology plan
» Oversight authority that approves the plan

* Involvement of patrons

» Regional collaboration with other libraries

Regiona collaboration with other institutions, e.g. schools
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How will you gather information about the use of the technology in the library and
use thisinformation to guide future decision-making? (performance
measur ement)

e |ssuesto assess

* Levd of patron use
Patron satisfaction
Problems and interventions
Funding requirements

What arethe potential funding sourcesfor initial capital expenses and ongoing
expenses?

Capital asset bonds

General operating expenses

Grants (state, federal, foundation, corporate)
Loca fund-raising

Feesfor services, e.g. feesto cover printing
E-rate discount (not actually afunding source)

What isyour technology infrastructure design and requirementsfor initial capital
investment?

Equipment requirements

Networking requirements

Software requirements

Facilities upgrade requirements

Furnishing

Disability access requirements

Need for technical expertise -- any money saved by not consulting with technol ogy
expertswill belost in dealing with an inadequate technical system

How will your technology infrastructure be maintained and updated?

* When planning for atechnology infrastructureit is essential to consider the Total
Costs of Ownership (TCO). These coststhat are most frequently inadequately
addressed are the costs necessary to provide for ongoing support and staff training and
the costs for maintenance and upgrade of computers.
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How will you provide for the professional development of library staff?

» Basicskillstraining for al library staff
» Technica skillstraining for staff with technical support obligations
» Ongoing professiona development to support patron use of the Internet
o Self-study
* Workshops
*  Online discussion groups (informal)
* Onlineclasses

What serviceswill you provide for patrons?

. lerary web interface

Helpful for novice users

Guideto high quaity materia

Default to filtered search tools

Potential problem with establishing alibrary web page with links that ultimately end

up at inappropriate sites

» Check initia links carefully

* Provide adisclaimer that the library does not have the ability to assess all
potentia links from remote sites

» Classesfor Patrons
» Basicskills
» Specialized use of the Internet, e.g. using the Internet to conduct genealogical
research,
» Children and the Internet (for parents)
» Sdafety on the Internet (for children)

» Support for Patrons
» Librarians cannot provide an individualized in-depth training to every novice user
» Strongly encourage library training classes because the greater the basic skills, the
less the demand on library staff
* Useof student, senior and community assistants to provide support

What areyour proceduresfor providing public access?

* Development of policiesfor access
» Process to communicate policy to patrons
» Options: written form provided to patrons, on the computer as part of the log-in
process, posted by computers
* Signed agreement
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» Agreement should contain awaiver of liability because potential of liability of
librariesis unknown
Scheduling procedures
* Timelimits
* Options. Strict time limits, time limits when others are waiting, different time
limitsfor different times,
e Sign up sheets
» Hepsto manage time limits, good way to track usage
* Reservations
* Issuesto address: in person or on the phone, staffing, location, how far in
advance, how many reservations, waiting period for "no-shows."
Printing procedures
* Printing costs
*  Where printer will belocated -- need to control output if charging for copies
Download procedures
* Besurelibrary system is configured to allow download only to individual
workstation and that all workstations have anti-virus software
* Do not alow patronsto use their own floppy disks
» Useof personal floppy disk can introduce virusesinto the system
» "Cheapi€" disks can cause significant damage to library computer

What are your proceduresfor enforcing library policy

"Tap on the shoulder" -- reminder of policy

Repetition or refusal -- ask to leave workstation library and removal of privileges for
period of time (how will this be enforced?)

Refuseto leave library -- call security or law enforcement

Notice to parentsif aminor

Keep records of incidents and intervention

Anticipating Problems and Addressing Them Before They Occur

No Library Selection Committee

Information not accurate

Information may be controversia

Inadvertent access to inappropriate or offensive material
* Mistyped URL’s

» Bad searching strategies

* Following links from other sites

Optionsto address potential problems
» Disclaimerin policy
» Classes on searching strategies and methods to assess information accuracy
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Privacy Concerns

Concerns of patron that others will see the information they have been accessing
How it might occur

Patron looks over shoulder

Staff looks over shoulder

System level monitoring and routine maintenance
Failure to set system to delete history file at 1og of f
Failureto log off properly

. Optl ons to address potential problems

Disclaimer in policy

Privacy screens and/or placement of computers (Need to balance -- more public
viewing will naturally moderate intentional accessto inappropriate material)

Set computer to delete history when patron logs off -- encourage patronsto log of f
and inform of potential that next patron could access their history filesif they do not
log off

Unacceptable behavior

* lllega behavior -- violation of state or federal laws or actions that may give riseto civil
Ilab|I|ty

- D

Computer security violations -- going beyond authorized access, hacking, intentional
spread of computer viruses

Use of computer for illegal activities -- arranging sale of drugs, gang activity
Display of obscene materia or display of obscene material to minors

Trafficking in child porn or obscene material

Sending threatening, harassing, or defaming e-mail (especialy to president)
Violating copyright law

isruptive behavior

Excessive uses

Downloading largefiles

Extensive hot mail, chat activity

Online gaming

Groups of people around one computer

. Optl ons to address potential problems

Prohibit in policy

Intervene if occurs

Inform patrons that monitoring or routine system maintenance may giveriseto
obligation of library staff to report suspiciousillega activity to appropriate legal
authorities
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Children's Accessto | nappropriate Material

» Materia that is of concern (many of these sites are being designed to attract children)

Sexually explicit material or sexually-oriented chat groups
Potentially dangerous material (recipes for bombs)
Violent hate literature

Sites that promote alcohol and tobacco

Sitesthat promoteillega behavior

Violent games

e« Two issues

Inadvertent access -- treat as an educational problem
Intentional access -- treat asapolicy violation

* Optionsto address potential problems

Library should make a determination about the extent to which such material ought
to be considered off-limitsto children or in the children's section of the library --
issues of concern are

»  Children who are not accompanied by parents

* Viewing by other children

Options for youth access

* No accessfor youth under acertain age

* Youth access under a certain age only if parent present

* Youth access with parent permission -- signed form with disclaimer

Other issues to consider

Open environment in children’s area -- all computersreadily visible

Staff monitoring and assistance

High quality children’'s web site that guides to appropriate materia

Default kid-safe search tools

Filtering on computers in the children'slibrary area

Classes and materia for parents and children about child safety

Child I nvolvement with Sexual Predator

* Most common method of interaction is chat
» Probably not alegal responsibility to intervene, but probably amoral responsibility

* Optionsto address potential problems

Options discussed above with access to inappropriate material

Staff should be aware of signs of potential involvement -- vulnerable child, excessive
chat activity, furtive behavior, quick change to another site if an adult approaches --
and seek to intervene
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